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Yes, it is about managing records 
in an e-environment, which, of 
course, include records born-
digital and digitised.  

No, it is not just about managing 

digital or electronic records…



A journey from imperfectly seizing the 
unknown to perfecting the known..

1993-2011



Re-visiting the issue >10 years later…



Revisiting My Three Advocacies (1)

 To manage digital records and archives, one 

must return to the basics of records management.

What are these guiding principles? 

 Effective records management programs require 
policies and procedures: 

 records as evidence to business transactions

 life cycle recording keeping principles remains valid in 

eOffices

 appraisal policy & retention scheduling are critical in 

eArchiving and can be “automated”. 

 any system will fail without training and auditing
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 IT tools related to good recordkeeping are 

within our reach today. We should deploy 

them to assist us manage and preserve 

digital archives.

 But always remember that a tool is a tool, it 

is only a mean to an end, not the end itself. 

Never be too obsessive about it. 

Revisiting My Three Advocacies (2)



Revisiting My Three Advocacies (3)

 Archival concepts of “Uniqueness” and  
“Permanent” are fast changing in electronic 
records and digital archives preservation.

 Archives Without Permanent

Not all digital-born records and archives must be 
preserved digitally
 Problems associated with digital format and media

Output to paper may not be a viable option

Quality of modern paper and inks (preservation cost)

 Space and other constraints (loss of context etc) 

Direct transfer to microfilm: pros and cons



Interestingly, all three advocacies are still relevant….

The focus of my sharing today will be less technical (IT), 
but expand on the fundamentals of recordkeeping based 
on my last ten years of experience in implementing e-
recordkeeping systems. 

One interesting lesson I learnt is that I no longer 
expecting a system that match my expectation. 

What is New?



This slide is not about 

the new Window OS.

It is a good illustration of 

“work-always-in-progress” 

for IT software, including 

e-recordkeeping system.

More important issue: 

how could we ensure 

that rolling out a new 

system will not have 

compatibility problems?



*Records and Archives as Evidence 

(more than just historical memory)

*This (change of) perspective requires us 

to focus more on the record-making 
and keeping processes rather than the 
end product itself. 

1. Setting the Context



修身、齐家、治国、平天下。

《礼记·大学》

How does this statement relate 

to managing records (paper or 

electronic)?



Governance requires “proof”

Demonstration of proof via:

 Passive means: policy documents, code of conduct, set 
of rules, procedures (eg SOPs), measurement 
yardsticks (eg KPIs)..

Active means: willingness to enforce above.. 

The link is “Governance” (1)



 Recordkeeping (regardless of form and format) is 
the key to prove:
 Individual Level: you have done as expected of in your 

role as a citizen, an employee and a family member 

 Corporate Level: organisation’s accountability to 
stakeholders and law makers/regulators

 National Level: government’s accountability to its people it 
governed  

 International Level: Inter (G-G) and Intra-national 
obligations 

The link is “Governance” (2)



Information alone is not 
sufficient as “proof”



We suddenly lived in a 

Huxley-ian world 

where there was no 

truth, only narrative, 

and the people got 

flooded with such 

conflicting information 

that they either 

believed what they 

wanted to believe…. or 

tuned out completely 

from the entire 

process and stopped 

paying attention to any 

of the current events 

or caring about their 

outcome.



Accountability to the individual/organisation has 
to be evidence-based. 

Do we (still) have that evidence needed as proof? 

Was it by chance that we have it and able to locate?

More importantly, does the information remain 
authentic (need proof again), is readable and 
understandable by today’s technology?

At micro-level



"A MEMORANDUM IS 

WRITTEN NOT TO INFORM 

THE READER BUT TO 

PROTECT THE WRITER."

Dean Gooderham Acheson (1893-1971) US Secretary of State



Review of an 

arts policy after 

35 years 

requires past 

records.

How to locate 

them fast –

essential & 

relevant   

documents 

depends on the 

quality of 

recordkeeping 

system.



Likewise during “discovery” process there will be 

lots of queries and speculations that need 

answering…

• inferior and/or flawed design

• low quality of materials & failure to meet industrial 
standards

• poor workmanship & lack of supervision during 
implementation

• inadequate resources deployed during post-
implementation inspection & maintenance

• unacceptable level of customer service, including putting 
clients at risk 

• Do we have the necessary records 
to prove otherwise?



Each of these queries needs records to 
support claim of corporate governance or 
the lack of it…

Commission of Inquiry into the massive breakdown of SMRT 

in Singapore in Dec 2011



Where are the records 

that provide such 

information?

What recordkeeping 

system(s) allow such 

records be kept and 

retrieved for the COI?















Knowledge 
and skill
(Competency)



In the same context: 

although UPS manufacturer 

had recommended 

checking of UPS once 

every two weeks, SMRT 

management decided to do 

it once every three 

weeks…eventually it also 

affected customers safety!





Inadequate 

training

Lack of 

procedures and 

consistency in 

handling repairs



“Mr Rashid Abdul Samat, 

among those inspecting the 

third rail power delivery 

system, testified that 

stretches recommended for 

rail inspection staff 

to check on were based on 

experience, as there was no 

protocol.”





Lack of 

performance  

/delivery 

measures



…and back to the 
individual 
level……



When your boss 

started to shift 

responsibilities to 

you, do you have 

records to prove 

otherwise?

“Prof Lim also quizzed 

Ms Saw on the basis 

for the 3-per-cent and 

10-per-cent increases 

in maintenance and 

staff costs over the 

past nine years, in 

which she responded 

that such budget 

allocations are 

decisions made by the 

engineers involved.”



She was then shown emails 

sent by board members 

asking management for an 

update on the board‟s 

concerns that there had 

been an increase in the 

frequency and duration of 

train breakdowns.

She said that nothing like 

that had happened before. 

Prof Lim then pointed out 

that the „third rail‟ did sag 

in 2010 and before 2006. 

Saw said management was 

not aware of the 

seriousness of the events 

because the dropped claws 

were reinstated. To that, 

Prof Lim retorted, “You 

knew the risks, and you 

didn‟t do enough. You 

implemented cable ties.”



What are the laws and regulations that 
demand records to be kept – how long, how 
much, in what format (again, relates to 
authenticity and reliability)?

In other words, recordkeeping is not done 
in isolation. It goes beyond the organisation 
that created and kept the records…  

At macro level



Territorial Disputes

Singapore-Malaysia

South China Seas (China, Japan, Vietnam, The 

Philippines, Malaysia and Indonesia) 



 “We maintain that, after acquiring sovereignty 
over Pedra Branca, the British and later the 
Singapore Government (as successor to 
Britain) undertook a full range of acts of 
sovereignty and jurisdiction on the island and 
its waters. These included: notices to 
Mariners; the constant maintenance and 
expansion of the facilities on the island 
including construction of jetties, a 
helicopter landing pad, radar and 
communications facilities; reclamation 
plans; the collection of meteorological 
data; the flying of ensign; numerous visits 
by high-ranking Singapore officials; 
control of access by Singapore of 
foreigners, including Malaysian nationals, 
to the island; the issuance of permits to 
third parties to undertake scientific 
research and salvage operations; the 
exercise of jurisdiction to investigate 
shipping incidents and accidental deaths; 
and more.”     (pp10-11)  









Peaceful 

resolution 

requires 

records as 

proof on the 

negotiation 

table or at the 

ICJ Court…



End of the day, recordkeeping 
reflects accountability or the 
lack of it…  



Accountability

 The ability to answer for, explain, or justify actions or decisions 
for which an individual, organization, or system is responsible. 

 Traditionally, records creation gives assurances of reliability and 

authenticity, and therefore of trustworthiness, a quality essential to giving of and 
holding to account. 

 Accountability required the development and refinement of 

procedures for carrying out actions and documenting them, 'to ensure 

that everything was done according to rule and in proper sequence, 
so that administrators could account at any time precisely for anything 
that had been done. Effective institutional accountability has therefore 

depended on record-making, recordkeeping and access to 
records, and it has influenced the procedures and timing of their 
creation, their form, their maintenance, their accessibility and their 
centralization.



Translating it into “actions”

 What was done (and not done)

 When was it done (and why not other time)

 Where (and why not elsewhere)

 Why was it done (what were the other options 
not chosen)

 Who did it (and under whose instruction)

 How was it done (how much, how frequent 
and how successful)



2. The ABC of Recordkeeping 

System

Recordkeeping affects the quality of 
recordness (which may render them useless as evidence)



“碱水面没过过冷河，所以面里面全是碱水味。鱼丸也没有鱼
味，但是你为了掩饰，特别加上了咖喱汁，想把它做成咖喱鱼
丸。但这么做太天真了，因为你煮的时间不够，咖喱的味道只
在表面上，完全没有进到里面去，放进汤里面鱼丸就被冲淡了。
好好的一颗咖喱鱼丸，让你做得是既没有鱼味又没有咖喱味，
失败！萝卜没挑过，筋太多，失败！猪皮煮得太烂，没咬头，
失败！猪血又烂稀稀的，一夹就散，失败中的失败！最惨的就
是大肠了，里面根本没洗干净，还有一坨屎，你有没有搞错？”

《食神》1996

Remember:  The devil is in the details - process 

determines outcomes…

http://zh.wikipedia.org/wiki/%E9%A3%9F%E7%A5%9E_(%E9%9B%BB%E5%BD%B1)


Essential elements of a good 

recordkeeping system..

 Standard metadata information that provide 
direct link to authenticity, accuracy and 
trustworthiness of the recorded information:

Content

 Structure

Context

 What is “context” from an archival perspective?  

 The Obvious: agency, creator and users, date(s)

 The Not-So-Obvious: related records (could be in 
other media, forms)



The Three Absolutes

The ABC of Recordkeeping



Keeping what records? 
How much? 

For how long?

In what format(s)?

i. Recordkeeping does not mean 

keeping all records forever



WHETHER YOUR RECORDKEEPING 

SYSTEM ENABLES YOU TO KEEP 

RECORDS DEPENDS ON:

* HOW WELL YOU ARE ABLE TO  DEFINE 

WHAT RECORDS

* HOW THEY ARE TO BE  CAPTURED

Where should you draw your reference from?



Typical essential records related to: 

 Functional/operation needs (immediate 
delivery of goods and services)

Auditing needs (compliance to regulations, 
discharge of obligations)

 Legal needs (in defence of corporate 
governance)

Corporate memory & branding (being 
trustworthy, reliable, good track records etc)



In other words, recordkeeping must 

address the following:

 Need to know what are records and archives (and differences in 
perspectives). Increasingly records could be in audio and audio-visual 
formats (as defined by laws) and must be appraised together with their 
text-based “brothers and sisters”fonds.   

 From archival perspective, records ought to be “arranged” in a 
meaningful way so as to protect their “recordness” - authenticity, 
accuracy, reliability etc  

 Time dimension in Keeping and Preserving (and the measurement of 
time)   

 Technology dimension (closely related to time and preservation options) 

 eg Ektachrome slides will fade over time, part of the appraisal decision may have to 
address the question: is it worth spending resources to preserve these slides in their 
original form or migrate the content to something else ?

 Likewise for digital records in proprietary formats such as CAD drawings, Lotus Note 
emails etc. 













Records may 

have a political 

dimension 

which has 

nothing to do 

with technical 

elements or  

“recordness” of 

accuracy, 

reliability and 

trustworthiness, 

or even 

authenticity..



ii. A good recordkeeping system 

must include appraisal function 

Determining the values of records in different 
stages of record lifecycle: as they are created, 
being used and becoming semi-current and 
non-current:

Short Term: usually relating to fiscal obligation 

Short to Medium Term: administrative/operational and 
legal

Long Term or Indefinite: Historical records



Capturing Appraisal (Disposition) 

decisions

 That is the difference between a recordkeeping 
system and most of a document management 
system

 More important to have this feature in 
eRecordkeeping environment
 Enable better deployment of limited resources  



Deciding government records…

 Importance of the ministry/department/agency 
within government hierarchy: policy vs 
administrative (supporting) vs operational

 Breath and diversity of the agency (mandates and 
functions): regulatory, registration, investigative, 
sponsoring, communications, marketing, research, 
active operation. Generally speaking, 
>functions=higher value 



 Size and complexity of the agency which usually 
translate into the level of impact on society through 
its activities, and therefore the higher the potential 
of having records of enduring value.

 For government-wide subjects, there could be 
duplicate/overlapping records (eg press releases), 
it is necessary to trace the source of provenance 
and keep only these.

 It is not necessary that routine records must 
always have short retention as they could be a 
vital source during discovery/Inquiry related to 
corporate governance matters. 



„TO KEEP OR NOT TO 

KEEP, THAT IS NOT 

THE QUESTION.‟ (HAMLET)

To re-phrase Shakespeare's famous quote: 



Consistency is the key benchmark of a 

good appraisal decision

 Appraisal should lead to a consistent selection of 
records for keeping and destroying – records from the 
same business activity and serve the same purpose are 
retained for the same period and likewise destroyed 
after the same period. Good appraisal is based on 
routine procedures and rules which are consistently 
applied. 

 These routines make appraisal outcomes more 
predictable and any mistakes easily traced and corrected.

 The last point means appraisal is not a one-off exercise!



Appraisal Outcome: Retention Schedule

 Developing retention schedule is a key activity in 
recordkeeping as it is the bridge between current, 
semi-current and non-current (archives) 
recordkeeping stages.

 Need periodic updating to reflect changes in 
functions (and the implied responsibilities)  of 
records creators.

 Taking bearing from related/relevant legislations, 
typically Evidence Act, Income/Corporate Tax 
Act etc.

 Timely (actual) disposition of records (destroyed 
& archived) is essential. 



iii. A recordkeeping system is unlike information 

or document management system, must include a 

subject classification scheme 

*Based on functions/activities of the creating agency

*Not just for the purpose of easy to retrieve/locate the “filed” 

records

*Because records (unlike documents) are only meaningful (and 

unique) when they are look at from two perspectives:

In the context of other records created by the same activity 

overtime, eg capturing in other formats (eg audio, audiovisuals)

How individual record items have been assembled or aggregated 

(eg arranged into a “file”) as and when they are created



"[RECORDS] LOSE THEIR SIGNIFICANCE IF THEY ARE 

DEALT WITH AS A SINGLE ITEMS RATHER THAN AS 

COLLECTIVE UNITS. PUBLICATIONS [LIBRARY 

MATERIALS], ON THE OTHER HAND, HAVE A 

MEANING THAT IS NOT DEPENDENT ON THEIR 

RELATION TO OTHER ITEMS. EACH PUBLICATION 

STANDS ALONE."

T R Schellenberg, 

The Management of Archives, p 67



The Two Broad Guiding 

Principles

The ABC of Recordkeeping



The world is not perfect. Same for all 
recordkeeping environment. Need to manage 
expectations

Reality-check  is an essential thinking process 
in designing/adopting a recordkeeping 
system.

i. Understand Realities



Knowing the vulnerability of modern 

records is equally important!

 Implementation of an electronic recordkeeping 
system cannot take off without adequate 
infrastructure: regulated power supply, 
reliable computer hardware and software and 
communications networks to ensure non-
interrupted transactions and retrieval of such 
records whenever it is needed.

 What does reliability really means?

 How do we translate it into measureable requirements 
or specifications?



ii. Make use of existing tools

“工欲善其事, 必先利其器。居是邦也, 事
其大夫之贤者, 友其士之仁者.”《论语·魏
灵公》

事 = recordkeeping

器 = vision, policies & procedures

贤者, 仁者 = record creators, 
administrators, alliances (increasingly IT personnel).



Laws and Regulations in Recordkeeping

(legal and administrative mandates)

 In many countries, RM is part of a key 
function of their national archives

 It does not mean that without legislation, one 
should not care about recordkeeping!

 Other ways working around include 
establishing formal arrangement between 
agencies and archives as the latter is always 
considered a trusted “3rd Party” in keeping 
corporate history.



As Laws and Regulations are always 
changing, recordkeeping policies and 
procedures must be updated/upgraded 
correspondingly…





A key legislation is relating to 

records as evidence





What does “Part of Routine Operation” mean?

 Normal but last minute

 Apply across and not isolated and being selective –
repeatability is an essence 

 Regular audits and not only when trouble has come

 Corrective actions and documentation as proof of 
“normalcy”

 Organisational - wide and not only confined to 
management

 If operation is out-sourced, the vendor must also 
follow same practice



Illustration on “regular course of 

business” records



Approved process means…



Authentification



Standards (national & international) could be another 

type of tools to be tapped..



Standards (national & international) could be another 

type of tools to be tapped..





Imperfectly Seizing the Unknown

A Cautious Approach

The ABC of Recordkeeping



KISS and HUG
Principles

My Approach



The KISS

“Keep It Simple, Stupid”
Keeping records is a chore to many, keeping 

record filing procedures simple (and easy) will 
help encouraging willing minds.

 It helps if the design is based on existing work habits 
rather than a completely new set of rules 

 End of the day, it is also how the system would 
work that matters most rather than how 
impressive it may look.



The HUG

Hybrid is likely to be the way to go – reality is 

that we are unlikely to toast away paper and 
other forms of records (audio and audio-visual)  
in our collection holdings. 

Utilitarian – functions based on needs rather 

than desire (20% effort solving 80% problems)

Generic (and open) as far as possible to ensure 

easy records (and metadata) migration/export  



The Three (obvious) Options

 Build from Ground Zero (1980s belief, via ISP 
(information system planning)

we have more time, more resources

 there aren’t that many choices

 Buy ready-made (many users ended up with 
information (at best document) management 
systems

 Adopt and Adapt – lots of customisation & 
integration and some degree of new 
development works   



Build from ground-zero or adapt 

something ready-made?

 How unique are your requirements (security, 
functionalities etc)?

 How big are you (that you could command compliance)?

 How must resources (not just $$$) can you afford to pour 
in?

 Going open source is increasingly the norm, but to me it 
is more important to ensure the records (content & 
metadata) could be exported/migrated out accurately.

 Like buying fire insurance for your house, what kept inside 
could be more valuable than the shell!



Out-source or in-house?

 “Ask not what the vendor (or 
solution provider) can do, but 
what he or she could do to 
meeting the needs of the 
organisation (immediate, near-
term and long-term)

 Security consideration

 Urgency (may not be within one’s control)

 Cost effectiveness

 Cost (including maintaining it)

 Manpower resource (turn-over, knowledge & 

skills being retained/expanded/updated)



My views (based on practical experiences – including mistakes made)

 A mixed of strategy of outsource and in-house 
is inevitable for most agencies, for good 
performances (speed, reliability etc).

 Core competency & Mission may not warrant 
building a system in-house

 But without knowledge, how does one QC 
what the vendor did and how to direct 
direction and expectations?



Be sustainable:

 Is not once-off (big or small) investment of building it 
– can you afford to maintain it at reasonable recurrent 
cost?
 Keeping records in digital form may seem cheap as storage 

cost has been increasingly lower for the last decade
 Hidden costs could be high – the ability for long term 

access due to rapid technological changes (media, format, 
integrity of recorded information etc) 

 Is not only able to meet current (as built) functional 
and operational needs – can it cater to changing needs 
within reasonable timeframe? More importantly, can 
the records be migrated out and remained authentic, 
accurate and reliable?  

 Is not entirely depended on it (all eggs in one basket) 
– what is your parallel back up system?



Illustration of a e-recordKeeping system based on 

email records as the dominated form of business 

transaction

• Implemented in Apr 2006 (rested on Lotus Notes email platform), current version (2.x) 
supports MS Outlook.
• Comply with ISO 15489 Records Management Standard. Seamless integration with email 
system and allow ease of efiling and searching of emails as part of agency’s record keeping 
system.
• Improve work processes by reducing clutter and mailbox quota in officers’ workspaces, 
when records which have been e-filed are deleted from officers’ workspaces
• Enable NAS to set retention period and disposal action for important e-folders at the 
creation stage which will eventually be archived for permanent preservation. 
• Security features include measures to prevent action officers to amend records once they 
have been e-filed into the system, audit trail of transactions stating action officers who e-
filed and deleted records, officers who viewed, copy, retrieved records from the system as 
well as those who created new file titles and new roles in the system, converting emails to 
graphic format.



DIFFERENT STAGES OF RECORDKEEPING

Agency

(creation, usage 

and back-up)

Agency-

archives joint 

appraisal & 

establishing 

retention 

schedule 

Archives should advise filing, classification system & 

records format(s). When necessary, storing of 

backup copy of vital records to reduce risk

Archives taking 

custody of records 

appraised to be of 

long term archival 

values, reformatting 

to archival storage 

media, managing 

them in 

environmentally 

controlled  

repository.    

Future 

Reference 

99
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Dissemination of e-records

Direct transfer 
to microfilm

Workflow & Connectivity  

Action 
Officers 

e-file 
records 
into eRS

Incoming / Outgoing 
e-records from 
Microsoft Outlook & 
other sources

Transfer e-records of 
national and/or historical 

significance to archives for 
long-term preservation 

Electronic Registry 
System (eRS)

16mm or 
35mm 
microfilm

Appraisal of e-records 

Reformat for 
preservation

Capture of e-records

Creation of e-records

CDs/DVDs

Jointly conducted 
between archives and 

agency

Non-sensitive e-records are 
made available for public 

access, as agreed with 
public agency



Illustration: Filing of email directly from Microsoft Outlook (2009-)
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Illustration: Filing of email directly from Lotus Notes (2006-2009)



Role-based..

Enter 

info 

about 

new user 

role



Roles link to subject classification

Enter info 

about new File 

Title



Role and classification link to access



Access and security

 Are records being protected against unauthorised access, changed or 
substituted? And for how long?

 Levels of access should be role-based and linked to classification 
scheme

 Viewing metadata of records only

 Viewing records (of varied security grading) only

 Viewing records + output (download/copy, printing)

 Viewing records + output + request for deletion due to 
misfiling or duplicate filing

 Deletion of records with audit trail (usually for system 
administrator only)

 Use of electronic lock/ encryption – ought to differentiate between 
the need to authenticate access integrity during transmission vis-à-
vis long term access – otherwise it is as good as locking the 
archived records using a key made of dry ice!



Types of Access (normal)



Type of Access: Read only



Search modes cater to different levels of retrieval



Based on “habit” again…

File Classification 

Tree on the Left ‘Recently Accessed Files’  

ranks top 



Uncommon/proprietary File Formats

 To be inclusive or exclusive? (“It’s the economy, 
stupid!”) 

 Need to exclude so as to prevent technological 
time locks: 
 rpmsg (Restricted-Permission Microsoft Outlook e-mail message);

 dat (Generic data file) created by a specific application; typically accessed only 
by the application that created the file; may contain data in text or binary 
format; 

 text-based DAT files which can be viewed only in a text editor

 Zipped files (need to be unzipped before e-filing)

 technically complex databases such as GIS and 3D architectural models



A question always asked….

What about the “backlog”?



北大的三
大地标:

一塔湖图
(一塌糊涂)

A story of “More is Less”
The Story of Peking University‘s three 
iconic landmarks



Universal Checklist for Recordkeeping 

System

 Conforms to law - legal and statutory obligations

 Supports corporate governance – accountability 
and transparency

 Complies with standards and codes of  practices 
(ethical or industry-based)

 A recordkeeping system may not necessary cater to archival needs (long 
term access to records beyond the minds of record creators). Is that your 
responsibility too?  If not, at least should provide a gateway to facilitate 
transfer to the archives (whether internal or state archival body) 

 Longer term view – beyond administrative and legal requirements as 
information need may continue to exist, be it in its original shape or 
reformatted form. This will be covered in the next few slides.



What does “preserving” dynamics (hyper-link, formula etc) of  

electronic records really mean from the archives perspective?

 How long could them last?

 How to resolve dead-link issues in a real 
(progressive, moving on etc) world that hardly 
bother to look back?

 The difference between knowing the (once) 
existence of the link (and what purposes does 
it serve) vs keeping alive the link forever 



Longer term view – beyond administrative and 
legal requirements as information need may 
continue to exist, be it in its original shape or 
reformatted form. 

This is not the same as backing up of 
vital records!

One coin, two sides?



a.k.a  risk management from an archival 
perspective

3. Preservation Options



“I'm in the 

fortunate 

situation 

where I am 

a woman 

with a few 

pairs of 

shoes.”

-Julia Gillard 

Australian PM



Using the “shoes” analogy  in the management 

of modern records and archives…

 There is no such thing as one-size shoes that could fit 
all.
 It is unrealistic to expect a ready-made or even made-to-order 

electronic record keeping application that could meet all needs 
within an organisation, let alone across the entire civil service.

 It is highly probable that one has to buy many pairs of 
shoes in his or her lifetime. 
 All digital solutions become dated as soon as they are 

implemented, majority have relatively short lifespan due to 
technological obsolescence or changing functions/workflow.

 One will probably need to wear other footwear besides 
shoes.
 Records created digitally need not be managed digitally 

throughout the entire record lifecycle. We cannot count on digital 
media and formats to fully meet long term preservation needs –
reliability, authenticity, accuracy, trustworthiness of records and 
their carriers. We should focus on the records rather than the 
technologies. 



黑纸白字的时代尚未过去。。。



„Paper Trail: the 

unloading of 

boxes of 

documents –

part of the total 

of 270,000 

pages – at the 

Supreme Court 

for the NKF 

case.‟





Paper record is still 

needed!



在被时代 里坐看云起时。。。

你被搞云（晕）了吗？



Keeping records in virtual space

 Not so much a technical 
issue…as technology has 
already arrived and maturing 
by days. 

 Nor cost (although many see 
it that way), as it is also 
dropping by days.

 But a matter of trust (reliable, 
secured, etc).

 And risks that need 
balancing – wrong access, no 
access! 



It is after all, not too abstract and physically 

out of reach…



Between the devil and the deep blue sea

Grid 

 Originates from academia

 Federation of super computer 
to yield processing power

 Cross-organizational sharing, 
thus security is also a prime 
concern

 Diversity in nature: good (re-
use of existing hardware) and 
bad – scalability and stability 
resulting from mixed of OS 
etc) 

Cloud

 Promoted by IT 
industry, commerce 
service, thus usually 
a single-service 
provider, also high 
degree of 
“standardisation” 
(good and bad)





Sharing of information resource is not the same as 

preserving information for long term access 



真的 云

说了算



Archivists would look at each of the 

three Ss differently…



IF THERE IS ONE WORD 

THAT COULD SUM IT UP….

TRUSTWORTHINESS   诚信

 Archives (as a physical place) remains 

a trusted hub – back to the Roman 

concept of public.



ALTHOUGH THE WORLD TODAY IS 

A VERY MUCH A CONNECTED ONE, 

NOT EVERYTHING CONNECTED 

OUGHT TO BE CONNECTED. 

Recordkeeping functions should be resided in a backbone 
system and best separated from a dynamically changing 
record generating/business transaction system (eg email, 
app submissions, corporate web etc) for obvious reasons.





Remember: unauthorized access does not 

confine to hacking







Regardless what level the hype is about digital 

preservation, accessibility is still a major concern..

 Accessibility is not just about physical 
availability of the medium which stored the 
recorded information. 
 (issues of retrieval and durability of media)

 Accessibility in the wider context means the 
recorded information could be comprehensible, 
understandable. 
 (issues of hardware, software, format)

 More importantly does the recorded information 
remains authentic, reliable and accurate? 
 (issues of recordness and preservation strategy)



Access to e-records (including transactions) can be 

more challenging..



UPS ALONE IS NOT ENOUGH…INSURANCE CANNOT BE 

THE CURE…



More than just power supply.  It is about connectivity as well.







Why keeping (some) records in non-

digital medium is still relevant? 

 Fundamental to the concept of a record: Is it possible to have a record in 

fluid form and with undetermined boundaries - interactive and 

dynamically changing mode? 

 Should an entity with fixed form and stable content be generated for the 

purpose of making a record to be kept in a trusted recordkeeping 

system and perhaps preserved over the long term?

 In common sense, it simply means whether it is wise to put all the eggs 

in one basket?

 A more practical question to ask should be what are the records that 

required backup to a more durable and trusted medium like archival 

quality microfilm?



MICROFILM AS 

“RECORDED EVIDENCE”

Illustration



WHY TRANSFER TO              MICROFILM?

 Film storage at a certain phase within records 

management life cycle remains the most cost-

effective and technologically-securedmethod 

of retaining information.

Microfilm has century-old proven advantages of 

legal and archival acceptance.



WHY TRANSFER TO MICROFILM?

 The medium is human-readable:

with magnifying glass 

 not subject to galloping obsolescence that 

characterises today's digital imaging

 information can be easily digitised or re-

digitised from a film master (to a large 

extent, meeting archival principle of being 

reversible )

may be faster, more cost-effective to scan 

film than paper



Print/Digital to Microfilm to 

Digital/Print



Production Process Governed by Established 

Administrative Procedures and Technical 

Standards



 "Statement of Intent (or Purpose)", containing :

 Name of creating agency and authorization (including disposal)

 List of files scanned

 Date of statement

 Signed by a person with the responsibility and authority

This "statement" can be a simple "To Whom It May Concern" 
memorandum or a formal proclamation.

 "Identification Certificate”, containing :

 Name of scanning agency/location

 Name of operator

 Model of scanner used & reduction ratio set (if appropriate)

 Date of scanning

Administrative Certification of production done 

under “regular course of business”



 These documents should be created and 
retained as an integral part of the microfilm 
system. In the case of roll film production, 
they are usually filmed at the beginning 
and end of each roll.

 Microfilm copies produced other than in 
the regular course of business 
presumptively are less reliable.
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Concluding Remarks



SIR  FRANCIS BACON (1561-1626), ENGLISH 

PHILOSOPHER, ESSAYIST, STATESMAN

“If we begin with certainties, we 

shall end in doubts; but if we 

begin with doubts, and we are 

patient in them, we shall end in 

certainties.”



“设定电子档案保存方针应该是一场
很大的冒险，而非一次性的赌博。”

Managing electronic records and archives is like 
taking a calculated risk and not a big time 
gambling… 

Pitt Kuan Wah



“ON NO ONE QUALITY, ON NO 

ONE PROCESS, ON NO ONE 

COUNTRY, ON NO ONE ROUTE 

AND ON NO ONE FIELD MUST 

WE BE DEPENDENT. SAFETY 

AND CERTAINTY IN OIL LIE IN 

VARIETY, AND VARIETY ALONE.”

Winston Churchill, the First Lord of the 
Admiralty to British Parliament, 1913





Collaboration and Mutual 

Benefits

 Increasingly impossible for a single agency to 
address recordkeeping issues independently.  

 Nor is there a software, a system available in the 
market today that could provide a one-stop 
solution that solve the “world problem”. 

 Imperfect solutions are still evolving and will 
probably not see the daylight before many of us 
have retired!

 Leveraging on each other’s strengths and 
resources, learning to avoid mistakes will enable 
one to leapfrog and imperfectly perfecting the 
unknown.



The $1m question: Who should lead?

 The archivist ideally should know their business, operation, how e-system 
is being apply to benefit their work, therefore in a better position to specify 
and confirm the requirements (functions, business rules etc). 

 The IT professional should not do an archivist job, neither an archivist 
should do programming work unless they are multi-talented. They should 
be able to communicate and able to learn and value-added to the archivist 
operation in adapting a design and system that meet current requirements 
with growth capacities and change flexibility. Only synergy and 
partnership with common interest could produce success. 

“You are as strong as your weakest link.”



“关于明天的事，我们后天就知道了。”

The above statement may well apply to the use of technology 
(whether it works or you are simply wasting monies)…  

Can you wait?

Are you able to resist  the rush?

Do you have the courage not to jump into the bandwagon?



Finally, for those who wish to know my reply to Kenson....And of course it is far 

more simplistic than what I have just gone through with all of you over the last two 

hours…  



Questions?


